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Scenario-based safety
assessment of Al-enhanced
automated driving systems

Verification and validation (V&V) are critical in the automotive industry to ensure vehicle safety, especially with
the rise of automated driving systems. These systems introduce new complexities due to their reliance on Al
and the complex dynamic nature of their operational design domain (ODD). Current V&V approaches struggle
with Al's statistical, black-box nature, making it difficult to ensure systems meet their requirements in all
situations.

Our work identifies several challenges in V&V of Al-based systems:
e Environment: Specifying the ODD mathematically is complex,

and current standards like ISO 21448 and UL 4600 provide deectpedestrians ./ RO @@ y
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e System Understanding: Al systems are hard to interpret
because of their non-linear, non-transparent models. Figure 1 - Semantic gap: the missing connection of symbolic concepts and sub-

. Testing: proving the Safety of Al system through testing is symbolic pixels. The icons on the left depict all manners in which pedestrians

might occur on the symbolic level. Depending on the conditions like weather
difficult due to the vast input feature domain and the need to and light, the right side of the figure depicts how this is translated to pixels in a
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TNO proposes a scenario-based V&V methodology for systems containing Al functionality, based on quality of information
exchanged between components:

e Parameterized ODD Description: Creating a probabilistic model of the ODD based on scenarios. Scenarios provide a
widely accepted way to describe the real-world driving environment. The probabilistic model helps in understanding
the conditions under which the system operates and the potential risks involved.

e FMEA of Al: Establishing causal relationships between Al failures and their consequences to assess risk impact. This
helps in identifying potential failure modes and their effects on system performance.

¢ Information Flow Model: Understanding the quality of the information flow within the system to assess its fitness for
purpose. This model integrates the probabilistic ODD description and FMEA to evaluate system performance in various

scenarios.
Parametrization of ODD from domain knowledge System & Al specification from domain knowledge
J‘ generative composition ¥ v
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Figure 2: Fitness-for-purpose model originating from composition

Probability distributions from data analytics Probability distributions from experiments from other models.

This methodology helps bridge the gap between symbolic requirements and sub-symbolic Al components and provides a
way to minimize the number of unanalyzed, unsafe scenarios while keeping the testing load manageable.

Source: Paardekooper J.P., Borth M., “Toward a Methodology for the Verification and Validation of Al-Based Systems”, 2025 SAE International
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Figure 2: Fitness-for-purpose model originating from composition
Probability distributions from data analytics Probability distributions from experiments from other models.
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